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ILab Design Goals

Scaling usage of online labs to a large number of
Users

Encouraging researchers and universities to
share their lans online

Single sign en telakns at multiple universities

Eeeiel 2 oWnREr/ operator firem administration
(ICerauthentication, atthonrzatien, sterage oi
results, archiving oiff diata;, ete:) el USErs: roim: Giler
UnIVersities

Allowing tniVersities WithrdiVerserneinvoik
Infrastiuctuires) te Intereperaterand share
[ESOUlCES
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Project Boundaries

¢ Our architecture doesn’t deal with
Specific hardware and software
Interfaces to lab eguipment

Our architecture Is Intended to e
compatislerandcomplementany/  wWith
commercial software such as National
Instruiments’ Lab\View: anadranalysis
packages like \Viati2is
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ILab Generic Services

User authentication (and registration)

User authorization and credential
(Qreup) management

EXPErnmEnt Speciiication and result
Sterage

Lalkhaccess scheduling
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ILab Shared Architecture

I

Generic iLab
Serwce Broker

3] \ ampus

network

NI

W[

Local databases
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The Case for Web Services

¢ \WWeb services represent the latest version of an
old concept -- they allow ene computer to invoke a
procedure (method) on another.

They are platform and vendor independent (we
have already successiully bridged a Java client <=
a Windows XPLNET Service Broker < a \Windows
20001 alk server (with NIFGPRIB).

Welsenvices are self-describing and ofifer the
promise el runtime discevery.

Because they: are usually hased e http thawe all
Use te aceess the wel, theyawerkawellswith
campus; nEWOrKS.

ThenlCanrshared ArchitecileNilcSIoRNeRrCIRITE
CUIfeni geEnEraioRFeINVEIRSEIVICESS
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ILab Experiment Typology, 1

3 Waves ofi Development

¢ Batched Experiments (2003-2005):

> Ihe entire specification ofi the experiment Is
determined before execution begins.

> The user need not remain online while
EXPErNMent executes.

¢ Interactive Experments (2004-2006):

> Thestudent client poxtrays virtualli2ie
equipment (GUI;

> Thestudent caninterachwithirexpernent
threugheuiNts couirse:
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ILab Experiment Typology, 2

3 Waves ofi Development

¢ Sensor Experiments (2005-20077?):
> Publish and subscribe based architecture
Ihiiggers and event-driven data moniterng
Elexinle data analysis
[Datararchinve
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ILabs Design Strategy

Separate responsibilities of the lab provider
firom those of the teaching faculty

¢ I[he lab provider designs and makes the
2l eratery experiment availabkle enline inlas
effecliVe a presentation; as possible

TThe teaching iaculty registerr thiel: ewin
students, manage thenfaccolnis andresult
storage, and set course policy (e:q. can
studentsycollahorate)
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Batched Experiment
Topoelogy.

E Service Broker i%
Clientside LLab Server

—

Lab Client g el

Campus

Service
Lab Client Brokes2

Campus2
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Service Broker Responsibilities

The Service Broker is a domain
Independent server that

> Stores and manages student experiment
flecords;

provides mechanism for but does, not
Specliyiecall camplis course and privacy

PENCY
authenticates users and transmits
credentials but not user IDs to Lab Server;

managesiwoerkiliewheween clientaneii2ie
SErver
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Lab Provider Responsibilities

The Lab Server team

> builds the lab server which must
Implement the metheds of the Service
Broker to Lab Server Web Service API;

> Uisually: supplies the student lab client
SEftware, Which must implement the
methods of the Client to Service Broker

Web) Service API:
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Student Web Session

S

WWeb Browser:
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Student Service Broker Session
Life Cycle

¢ [he student contacts the Service Broker (SB) via a
standard web browser.

¢ [he student either
> regjisters fer a new account, or
> authenticates himself te the Senvice Broker (current

implementation effers ID/passwerd over SSL)

e SBHists the student’s group (class)
MEMBERSHIPS, and asks the student te Chieese an
effiectiver group fior this sessiien.

The SBilists the lab serversiclients avallawlerto thiat
effective group, and asks the sildent te) chorse a
client

¢ [he SBlaunehes thelan chient (ehtenrantapplen) o
the student.
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Service Broker:

Launching the Client

\ '-‘
£ MIT Microelectronics Weblab Client E“E“S__q

File Measurement Devices User Defined Functions Fesults  Help

My Clients

Messages for this Group:

The weblah 6.0 Lab Server is available and operating normalky.
Date Posted: 841272004 11:02:45 Ak

Lab Client: MIT Microelectronics Weblab

Version: 6.0 Graphical Applet

Description: The new Graphical client for Microelectronics
IMPORTANT: This client requires Java Plugin 1.4 2 in orde
below) for details. Wozilla Firefox users must disable popup
documentation.

Contact Email; use the "Report a Bug” page if you have pr

| Laynch Client |
qh!j

| Documentation || “iew the Lab || For Educators |
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Batched Experiment

Submission
Web Service Calls

2 Lab Server

Submit(experiment—
Specification)

Lab Client

SubmEtE(experiment—
Specification)

KFeturns
SubmissiTenReport

returns Client-
SubmissiTenReport

COntarns :
experimentiD SEenvice Broker
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Batched Experiment Status

Checking
Web Service Calls

Lab Client

GetExXperimentStatus(
experimentib)

Lab Server

GetExperimentStatus(
experimentiD)

returns returns
ExperimentStatus |l LabExper imentStatus

SENVice Blroker
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Batched Experiment Result

Retrieval
Web Service Calls

Notrfy(
experimentiD

_al Client
RetrieveResult(
experimentib)

Cab) Senver

7
etrreveResulit(

experimentib)

returns oD oo o Feturns
Resul tReport

SENVice Blroker
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Administrator Web Session

S

\Web Browser:
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Service Broker

Administrative Services

Adding, modifying, and removing lab
servers and clients.

Adding, removing, 05 coniirming USer

dCCesSsS.

Usermanagement inecluding assigning

UISENS 1o groups andimoediiing acCess
[IgNts.

Managing expermenRirecolds:

26 June 2005




ILab Authentication

¢ TheilLab Service Broker provides a
default implementation of a basic user
name and authentication scheme.

e system architecture and data
moedelfallews e altermate
atithenbicationmechanisms; e.q),
Kerheros or client Certliiicaes;, huikwe
have not Implenented an exanple:
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ILab Authorization

ILab users are assigned to groups, most of which
correspond to courses which have access to labs.

Once the Service Broker has identified a user, it
allows the user to choose his or her effective group
for the session.

e effective group corresponds to a role or
credentialiset with an assoeciated ISt off permissions
(@rants rCan terminoelieay):

TThe superuser group gives, ltsinmemierss; all
permissions when It IS CReSERI as thie effiecuive
group. fei an administratiVersessiien.

Each user hasidefaulipernmissien o ead andWiiie
documents SUich asiexperment recerds that thiey
create.
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ILab Security

session cookie

Student Web
Session

G ——
——
e ——————\

[Lab Client

session cookie
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SSL + static
ey e
Cab) Senver

nelds certificate

NGNS
unsecured
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Batched Experiment
Network Topology

In the batched experiment architecture, the client and
the lalb server communicate only through the
Service Broker:

— \
O ————
e ————————————————————

IReractive ExXpenrinment

Lab Client / Lab Server

Service Broker
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Preliminary Interactive
Topology

-
V4
[ |

— iEl
=

Ve

Lab Client Lab Server

/ \
[

Service Broker

E—

Scheduling S<erm\’§
N g Lab Server2

N~ -~
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ILab Shared Architecture:

Project Timeline, 1

1stiLab training
B _ course and 2"9 non-
15t batched experiment MIT developer,

implementation with Philippe Jonah from
administrative functionality OAU

15t batched _ _
experiment 1stiLab use in a large

prototype MIT (100 student)
(WebLab) class (iLab 3.0)

I I
7/03-11/03 2/04

15t non-MIT developer, “for comment” release of

Albert Lumu, and non- batched architecture (4.0);

MIT Service Broker at 2"d MIT iLab, the Dynamic
Makerere Univ. Signal Analyzer used in

MIT course
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Lab deployment through
ILab Shared Architecture

¢ Microelectronics WebLab 6.0:

> Developed by Jim Hardison and David Zych
> Deploeyed Feh. 2004 in MIT undergrad course

> Main Sysstem since Fall 2004

¢ Dynamic Signal Analyzer:

> Developed frem scratch inl S mentihs by Geraido
Viedma and Kent Cuneberg

> DepleyeadrsSepit. 20045 n MINFtndergraduate
supject
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ILab Shared Architecture:

Project Timeline, 2

1stiLab interactive Kickoff meeting of the
prototype, Carnegie Project in . .
MIT Shake table Kampala 1stiLab public

- install release of
15t non-MIT client and interactive

lab server developed at architecture

1stiLab public Tec de Monterrey, (6.0)
installable release OAU developer

of batched participates in
architecture (5.0) implementation of new

lab at MIT

|
710

major service pack 2nd service
with bug fixes, pack supports
improved security simpler client

and authorization and new
faculty role

1st test of iLab
interactive architecture
in an MIT course; 2nd
non-MIT lab developed

at OAU?
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Shaketable Prototype

Major Milestone:
The 1st [Lab Interactive Lab

¢ Uses the new iLab interactive
autherization (ticket) architecture

¢ Does not disrupt the original

Implementation
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Collaboration with Tec de
Monterrey, Summer 2005

Development of the 15t non-MIT iLab
pased on current web-enabled
experiments:
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The WebLab 6.0 Lab Server

Lab Server for the Microelectronics WebLab
Modules Internal to IS Independent Modules

Lab Lab Database
Administration

Web Site

(ASPX) Experiment Experiment
Validation Execution

Engine

JAAR

e s s

Domain-Independent Domain-Dependent
Component Component
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The WebLab 6.0 Client

‘ T h r e e WebLab Client
C O m p O n e n tS : User Interface Layer

User Interface
LLayer

\WWeblLab Client
Core Viodule

Senver Interface

¢ Most client code Is
lab-specific.
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ILab Partners Developer

Support

S Skype™ - jud_harward
Fil=  Wiew Tools Call Help

O0wQn A
f@;ﬁ || iz Conkacts T__E_I|_|:'IEI|-|| rT1"'_'ZE|II_L|_T|
w Skype Contacts (1/41)

Q albert lurmu

. Anders Selmer

b Warwick Bailey

) David Israel Mendez Balandran

F SkypeDut Contacts {empty)
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2,650,058 Users Cnline

Developer visits

Release of standard
lab server and client
modules

\olP conferencing

> Wwoerld-wide virtual
develepment team




ILab Intellectual Property
Policy

¢ All MIT developed software has been and

willl continue to be made available for free
under an epen source license.

\We encourage but de noet reguire our

academic partners to fellew the same
poelicy. e decision tor share thelr code anad
Under what terms IS thelr to determine.

We allew industrial partners te develop
commercial “ shrink-Wwirapped™ (Supported)
Versions ofithe ILah components.
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