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In many applications, it is desirable to design digital processors 
that allow a trade-off between the quality of service (QoS) pro- 
vided and the energy consumed t o  process a sample. This allows 
the user to evaluate the application requirements and set the 
desired quality while minimizing the energy consumption. This 
paper presents an energy-scalable encryption processor in which 
the level of security (i.e., quality) and energy consumed to  encrypt 
a bit can be traded-off dynamically, based on demand. Since 
transmitted data streams can often be partitioned into different 
priority levels, an energy-scalable processor ensures that impor- 
tant information is adequately protected, while sacrificing some 
security for low priority data, to reduce total system energy. 

The energy-scalable encryption processor in this work is based on 
a variable-width quadratic residue generator (QRG). The QRG is 
a cryptographically-secure pseudo-random bit generator that is 
based upon the work in Reference 1.. The QRG operates by 
performingrepeated modular squarings. The modular squaringis 
performed using an algorithm based on Takagi’s iterated radix-4 
algorithm that requires (log,Q)/2 iterations to compute the result 
P = X.Y mod Q [2]. The least-significant log,log, Q bits of each 
result can be extracted and used as a strong pseudo-random 
source for applications such as a stream cipher or key generator. 
Unfortunately, common optimizations found in similar modular 
multipliers used in RSA-based schemes are not applicable to  the 
QRG as the actual result is required at  the end of each iteration. 
Hence, it is not possible to amortize the overhead costs of tech- 
niques such as the Chinese Remainder Theorem and Montgomery 
Multiplication. 

Energy-scalable computing requires dynamically- 
reconfigurable architectures that allow the energy consump- 
tion per input sample to be varied with respect to quality. Ideally 
the quality (Le., security) should scale much more rapidly than 
the energy consumption so that relatively small increases in the 
energy consumption yield significant gains in quality. In the 
case of the QRG, the quality scales exponentially with the 
modulus length, while the energy consumption scales 
polynomially. A fully scalable QRG architecture is developed 
where the width (w=log,Q) can be reconfigured on the fly to  
range from 64 to  512b in 64b increments (Figure 1). The scalable 
nature of this architecture can be used to extend the processor 
to even larger widths with a minimal amount of effort, making 
it particularly well-suited to increasing security demands. The 
design makes extensive use of clock gating to  disable unused 
portions of the QRG both before and during the multiplication. 
Hence the switched capacitance of the QRG is minimized and 
energy scalability is achieved. 

The energy consumption is minimized by reducing the required 
operating voltage by minimizing the cycle time of the multiplier in 
a variety ofways: eliminating the need for time-consuming input/ 
output conversion by using an algorithm whose inputs and outputs 
use the same redundant representation, minimizing the delay of 
the quotient estimation by using only the signs ofthe intermediate 
results that are generated using fast carry-lookahead circuitry, 
distribution of control and memory among the bit-slices to  mini- 
mize global interconnect, and using redundant number represen- 

tations to  eliminate time-consuming carry-propagation chains. 
With these optimizations, a 512b version requires a 2.5V supply 
to produce a lM% stream using a 29MHz clock. The energy 
consumed is 134nJhit (P=134mW). 

The large datapath width requires minimization of spurious 
glitching, achieved by a self-timed gating approach to partition 
each iteration into 3 separate phases: R, computation, C, computa- 
tion, andP,computation. The phases aregatedbypassingthe clock 
through a delay chain, modeling the critical path and tapping it 
at various points corresponding to  the generation of R, and C, 
(Figure 2). Simulations have shown an energy savings of 20% 
(including the delay chain overhead) using this technique. 

Energy scalable computing is achieved using two approaches. 
First, when less than the maximum width of the multiplier is 
used, portions of the multiplier are shut down reducing the 
switched capacitance. Second, when operating at a reduced width, 
the number of cycles required per multiplication is reduced and 
therefore the supply voltage can be reduced for a given through- 
put. The supply is varied using an embedded custom dddc con- 
verter. The use of an adaptive supply enables substantial reduc- 
tion of energy consumption as both the throughput and multiplier 
width are varied (e.g., Figure 3 and Figure 4). 

Figure 5 shows a plot of security (in MIPS-years, the amount of 
time it  will take a lMIPS processor to  attack the generator) as a 
function ofenergyusing shut-down andvariable supply approaches. 
Table 1 summarizes implementation details and experimental 
results. 

For energy-constrained applications a full-size 512b QRG may be 
too energy intensive. Figure 6 depicts a hybrid system for such 
energy-constrained applications. The strong pseudo-random source 
of the QRG can be used to  periodically re-initialize a much more 
energy-efficient linear feedback shift register-based stream 
cipher (E = 33 pJh). In this configuration it is possible to operate 
the QRG at 1V and a greatly reduced throughput. The hybrid 
solution consumes 150pW while encrypting data at  1Mb/s using 
a 1V supply for both the seed generator (QRG) and the LFSR. 
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Figure 1: QRG architecture. 
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Figure 2: Self-timed approach to minimize glitching. 
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FIgure 4: Energy per bit vs. throughput using shut 
down and variable supply. 
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Figure 5 MIPS-years vs. energy per bit at 1Ws. 

Figure 6 Hybrid system. 
Figure 7: See page 422. 

Figure 3: Energy per bit vs. QRG width. Table 1: Implementation details and experimental results. 
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